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KUBEPBE3OITACHOCTDB U IPO®OUJIAKTUKA
KUBEPIIPECTYIHHHOCTHU

(012 npeocmasumeneil UHMeNNUZEHYUU)

JlaBaiiTe ceroas moropopum 06 MHTepHeTe, Kak 0 MecTe, B KOTOPOM
MO>KHO TIPOIACTh, M B KOTOPOM PEaIbHO MPOMAJAl0T MHOTHE JIIOAU. A ObIBaET,
U LIeTIbIe CTpaHbl. «l ubenvnoe mecmo Mnmepnemy — 1akas Tema, COTJIaCUTECh,
3BYUUT 3aMaH4YUBEM, 4YeM €CJIIM TPOCTO cKazaTh: «KubepbezonacHocmov u
npoghunakmuxa xubepnpecmynuocmuy. XO0TS CMBICI pa3roBopa BCE PaBHO
OyJleT UMEHHO TaKOM.

NHTepHeT Kak opyxue NPOTHB HAC

BcriomauMm ¢ Bamu, yTo HMHTEpHET co3pgaBasicss B aMEPUKAHCKHUX
BOEHHBIX JTA0OPATOPUSIX — U C T€X TOP BCE C HUM CBSI3aHHOE TaK WM MHA4Ye U
POU3BOIUTCS, U pabOTaeT Kak opyxue. Kak opyxue mpoTus Hac.

CkaxeMm, cmyTHUKOBBIII MHTepHeT 0oOecnieunBaeT CBsA3b Ha 1oJie 004.
CouuajbHble CceTH TMO3BOJSIOT COOMpATh TPYNMbl JIIOJAEH M AHOHUMHO
yOpaBiATh MMHU Ha paccTossHuU. KpHNTOBAIIOTBI — HEOTCICKUBAECMO
OIUIAYMBATh KYpaTOPOB TAKUX CETEU U JIIOOBIX TEPPOPUCTOB B MIPUHIIUIIE.

HagepHoe, He MHOTHE 00paTHiii BHUMaHKE, Kak 3uMoi 2023 roaa uepes
COLIMAJIbHBIE CETH TMOMBITAINCh HATPABUTHh WICHOB HHTEPHET-COOOIIECTBA
«UBK Pénan» na pyrOonpHBIX PaHaTOB. ITO OBUI OJUH U3 TPEHUHTOB, OJTHO
U3 CaMBIX HATYPAJIbHBIX MOJEBBIX YUEHUN. A TIOTyIHUTCS I 3yMEPOB-O0TaHOB,
HE BbUIC3AI0IIMX M3-32 CBOMX KOMIIOB, BHIBECTH HA YJIUILIbIL, Ja €1IE U CTPABUTH
CO CIOPTUBHBIMU  «YJbTPAC»  (OpeaHu308aHHvle  PYNNbl  CHOPMUBHBIX
bonenvuyurxos)?

Okazanocp, 4TO COBPEMEHHBIE TEXHOJOTUU TO3BOJISIIOT YK€ M TAKOE
nenath. [IpaBaa, mpaBOOXpaHUTENU 10 PEATbHBIX CTHIYEK UM JIOWTH HE Jalu.
Opnnako oueBuAHO: HTEpHET U3 1ot 005, T/Ie X0351€Ba BCETO — aHTJIOCAKCHI,
JIOPOC YKE U O UHCTPYMEHTA PEATLHOIO BIUSHUS HA KUBBIX JIHOJICH.

JIroboe HakaThe Ha JIFOOOW KJIaBHAType — 3TO OJHOBPEMEHHO CIIE U
MMChMO aHTJIOCaKcaM, MO0 ThI MOXKEIIb YTO XOYellb JeJlaTh U XOTh Kak
SKpaHUPOBATHCS, HO KJIaBUIlIA €CTh KJaBuila. [[r0C Kaxaplii COBpEMEHHBIN
raJKET JOKIIAAbIBACT «B UEHTP» (unu 6 JIonenu, unu 6 «8AuUHSMOHCKUL 0OKOM»)
000 BCEM, UTO MPOUCXOAUT HE TOJIKO BHYTPH HEro, HO M BOKPYr. Takum
o0pa3oM 3ammajHUKU — TPH KEJTAaHUU — MOTYT 3HATh BCE O MPEATIOUTEHHUIX
0eJIopyCcCKOro, HampuMep, MponaraHucTa.



BrnoTe 10 TOTO, 1€ TOT MK Ta MPOBOJUT BBIXOJHBIE, KyJla CHaydala
CMOTPHUT HA JIETKOMBICIEHHBIX KAPTUHKAX, O YeEM UMEHHO pa3rOBApUBACT B
KypWIKE U Ha 4TO MPEAINOYUTAET TPATUTh 3apaboTaHHbIE KOHTPIPONAraHaou
TOHOPApBHI.

Kubeparaku Ha BUPTYaJbHOM 10JIe 005

CeronHsa HU OJWH YEJIOBEK, HU OJIHA CTPaHa HE 3acCTpaxoBaHa OT TOTO,
4TOOBI CTaTh 00BEKTOM KHOEpHanaaeHusa. MaccupoBaHHBIE XaKePCKHUE aTaKH
SBJISIFOTCS] OJTHOW U3 CaMbIX 3HAYUTEIIbHBIX U IMTOCTOSIHHO PACTYIIUX YIPO3 JJIs
riobanpHOM Oe3omacHocTH B XXI| Beke. B3710M KOMIBIOTEPHBIX CHCTEM
CrocOOEH Mapaiv30BaTh IEJIbIE OTPACIH MPOMBIILIECHHOCTH, MPUBECTH K
MacIITaOHbIM YIKOHOMHYECKUM MPECTYIIICHUSM, OCTAHOBUThH PadOTy OAHKOB,
3aKPBITh a9POMOPTHI U T.J.

Brosine ompegeneHHO MO 3ToMy TOBOAY Bbickazaiics IIpe3ugeHt
Pecnnyonuku benapycy A.I'.Jlykamenko: «Bo eécem mupe nabarooaemcs
pocm kubepamaxk. Ilpuuem amaxyiom npesicoe eécezo cmpamezuyecKue
00beKmul, 20Cy0apCmMEEHHblEe OpP2aHbl, Npeonpuamusi, O0AHKOECKYIO
cucmemy. To ecmv uenvio ux A6AAIOMCA OCHOEHbIE NYHKMDbL
JHcu3HeobecneueHus 1100020 20cyoapcmea, 6 mom ducie u Hawiezo. Imo
O00UH U3 IJIEMEHMO08 2UOPUOHOUL 80UHbL, 0YeHb onacHblil Iaemenm. Llenv —
HaHeCmMU MAKCUMAIbHBLIL Yuiepd IKOHOMUKE U 0ecmaduau3uposams
6 umoze oouiecmeo. Cnedyem obe3zonacumsp Hauie 20cyoapcmeo ¢ y4enom
moz2o, Ymo y Hac echib).

Hano nmornumats, 4to mr000e 9ykoe MporpaMMHOE 00ECTICUCHUE MOKET
OBITh M3HAYAJIIBHO 3apa)XKEHO 3aKJIaJIKOM C BO3MOXKHOCTBIO YJIAJIEHHOTO,
CKa)KeM TaK, MOJIphIBa. A €IIle 3aKyIaika MOXKEeT ObITh 3a7I05)KeHa anmnapaTHo, Ha
sTane KOH(MUTypUpOBaHUsS 4YHUIOB YycTpoictBa. WM ecnu mnpo Buwuodosc,
HarpuMep, Mbl OOBIYHO HE J[yMaeM, Kak Mpo MUHY 3aMEJIJICHHOTO JIEUCTBUSI,
TO JIFOOOU COBpeMEHHBIN CMAPT(POH TEOPETUUECKU MOKET TAKOW MUHOM CTATh
B JIIOOYIO MUHYTY.

Mpb1 Beab MHOTO pa3 C BaMU CIIbIIIATM WM YUTAIU, KaK FOPSAT WIH
B3PBIBAIOTCS 0aTapen B MOOMIIBHBIX TenedoHax, mpasaa xe? A eclid 3T0 OHU
He camu? Uctopust apabo-uzpaunvckux netiodcepos MOKa3bIBACT: OUCHD TaKe
MOXXET OBITh, UTO M HE CaMH. BOSThCA ATOTO KaXKIbIi JIeHb, HABEPHOE, HE
HY’KHO, HO TIOMHUTb 00 3TOM CTOMT.

JIOTIOJTHUTEIBHY IO OTIaCHOCTH Krbeparakam u IPYTUM
BBICOKOTEXHOJOTUYHBIM MPECTYIICHUSIM MPUIAIOT BceoOIast
uudpoBu3anus ¥, CIeAOBATEIbHO, 3aBUCUMOCThL BMeCTE CO CTHPAHUEM
rpanun. Takke — JOCTYMHOCTh MHCTPYMEHTOB BMECTE€ € HEBBICOKHM
YPOBHEM KOMIBITEPHOH TIpaMOTHOCTH Tpaxaad. KuOeparaku HbIHYE
CTaJIM TeoNnOJIUTHYECKMM MHCTPYMEHTOM U UCHOJIb3YIOTCS JJIsl IIMHOHAXKA,
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JecTaduIn3alil OOCTAaHOBKHM, BJIIMSHHS Ha BBIOOpPHI M HaHECEHUs yIepoa
KpUTHYECKOU UHPPACTPYKType 06€3 00BABICHUS OTKPHITON BOWHBI.
Cnpaeouno:

llo pezynemamam uccrnedosanusi komnanuu Positive Technologies,
yucno kubepamax 6 cmpanax CHI' evipociio noumu 6 3 pasa 6o |l keapmane
2024 2., ecau cpasuusams ¢ mem dxce nepuooomM npeovloyujeco 200d.

Ilpu smom benapyco 3amsana 3-e mecmo 6 peumunce cmpan CHI,
KOmopble uauje 6ce20 no08epeaomces Kubepamaxam.

Kaoicoas namasa amaxa 6 bBenapycu npuxooumcs Ha 20ccekmop (220/)
Ha emopom mecme — cghepa npomviuwnennocmu (14%), a na mpemveti
cmpouke — gunarncosas ompaciaw (11%). Mnoeo amax maxkace Hayenenvl Ha
CEeKmop meyieKoOMMYHUKayut, cgepul Hayku u oopasosanus (8%).

Kaoswcoass emopas  kubepamaxa (57%) npusooum K ymeuke
KOHQuOenyuanvuolx  daunvlx. Peoice  oHu  Hapywiaiom  OCHOBHYIO
oesimenvHocmy (16%) unu Hecym npsamole punancosvie nomepu (8%). bonee
NOJIOBUHbL YKPAOCHHBIX CBEOCHULl COCMABIAIONM NEPCOHANbHbIE OaHHble U
KomMmepyeckas mauna. [nsa paodosvlx noavzoeameneu 4y8CmMeUmeabHouU
ocmaemcsi Kpaxca 0eHez Ha KApmouKax U KOUleIbKax.

Kak ¢ stum 6opothca? B benapycu ogHHM M3 KIIIOYEBBIX PEIICHUIA
CTaJIO IOJAIUCAHUE I'maBou rocyzapcTaa Yka3za
Ne 40 «O xkubepbOe3onmacHocTw», Ha 0aze KOTOpPOro B HaIlIell cTpaHe
chopMUpOBaHa OCHOBA KOMILIEKCHOT0 MHOTOYPOBHEBOI0 MeXaHH3Ma
NPOTUBO/ECTBUSI KUOepaTakaM Ha TOCYJapCTBEHHbIC OpraHbl W
OpraHu3ally, KpUTHYECKYI0 MHGOpMalMoHHYI0 HHpacTpykTypy. Co3nan
HanuonanbHbIi 1IeHTp KHMOEpOE30MacHOCTH, @ MHOTHE KPYITHbIE KOMIIAHUU
Takke  CHOPMHUPOBAIIM  COOCTBEHHbIE  LIEHTPbl  MHPOPMALMOHHOU
0€30MacHOCTH.

C 1 wmapra 2024 1. B bemapycu QPyHKIHOHHUPYET MeEXaHU3M
NMPOTUBOAEHCTBUS HECAHKIMOHMPOBAHHBIM ILIATEKHBIM OINEPAIUAM,
Korqa y  OaHKOB  TOSIBUJACh  BO3MOXKHOCTH  NPHOCTAHABIMBATH
MOJO3pPUTEIbHBIC TIEPEBOJIBI M COBMECTHO C IMPABOOXPaHUTEIbHBIMU
OpraHamH pacciieIoBaTh UHIIUJACHTHI.

Cnpagouno:
Coenacno onybnukosannvim oannubim om Positive Technologies,

6 2024 200y nawa pecnyoauxa 3ausnna 70-e mecmo u3 166 cmpan 8 petimunee

NSCI (om amuen. National Cyber Security Index, Hayuonanvuulti unoexc

KubepbezonacHocmu) no ypoeuw Kubepbe3onacHocmu, YCmynue no 3momy
unoekcy cpeou cmpan CHI nuwos Monoose, Azepoatioxcany u Poccuu.

HNHTepHeT M0 KOHTPOJIEM CIIeLCIYKO
A enie IHTEpHET, NOCKOIBKY MBI BCE K HEMY HEIIPEPHIBHO OOpalaemcs,
BKJIAJIBIBAET HAM B T'OJIOBBI CBOH CMBICIIBI. CBOM — 3TO T€, KOTOPBIE NPOMUCAHBI
B «Bukunennmn», a 0TTy1a monagar0T CHa4Yajaa B MIKOJbHBIC U CTYJCHUECKUE
TOJIOBBI, 3aT€M — M BO BCE HHTEIUIEKTYyalbHbIE KOHCTPYKTBI MOJIHBIX
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MBICJIUTENIEH, YTOOBI MOTOM CTaTh SIKOOBI «0OIIen3BecTHbIMUY. Cama ke
UHTEPHET-dHIMKIOoNEeAus (yoce MHO2OKpamHo Obli0  OonyoIuKosano) Kak
MuHUMYM ¢ 2008 roga penaktupyercs denepaibHbIM OIOPO pacciae0BaHUMI
(manee — ®BP) u LlenTpanbHbIM pa3BeabIBATCIBHBIM YIIPaBACHHEM (fajiee —
LIPY).

HeotBpatumo rpsiier U BpeMs UCKYCCTBEHHOTO MHTEJUIEKTa (J1anee —
NN). Ve ceituac 3anaj NpyUHUMAET OrPAaHUUYUTEIIbHBIE MEPHI.
Cnpagouno:

Vuusepcumem bonna pazocnan poccutickum cmyoenmam y8e0omieHus
0 MoM, Ymo OHU DoJblle He Mo2ym nocewjams pso Kypcos no MU, ananusy
oannvix u 3D-mexnonoeusm. Takoe peulernue obwsacHAemcA CaAHKYUAMU EC:
obyuenue NnO IMUM HANPAGIEHUAM ABIAEMCA  MEXHUYECKOU NOMOWbIO
Poccuiickoii @edepayuu.

Koecoa nemyam 3aseunu, umo smo uyucmotl 800vl OUCKPUMUHAYUA,
cezpezayus U HaApyweHue npas 4eioseKd, npecc-cekpemapb YHugepcumema
CNOKOUHO omeemuj, 4YmoO OHU «OMKpblinbl ons  ecex UHOCMPAHHbBIX
cmydeﬂmoe u npomue OMCKpMMMHCZLﬂ/lZ/l, 0OHAKO sanpem HaA KypcCol

ouckpumuHayueti He cuumaemcsy. Lllancoe na cyoebnoe peuwienue, Kax
NOHAMHO, Hem.

Hano momuHHTH, 4TO OOJbINAs YacTh COLMAIBHBIX CETEH HE TOJIBKO
co37laHa aHTJI0CaKCaMHM, HO M KypUPYETCs aHTJI0OCAKCOHCKUMHU CIICTICITY KOamMu
Hanpsmyto. HemaBHo amepukaHckuii He3aBUCHMBINA mopTan MintPress News
OIMyOJIMKOBaJl UTOTH CBOMX MHOTOYHCIICHHBIX paccleOBaHUM, U3 KOTOPHIX
CTAHOBUTCS MOHATHO, uTo Jtoau u3 LIPY, ®bP, I'ocnena, HATO u npyrux
rOCYJIapCTBEHHBIX HMHCTUTYTOB PErYJIPHO HAIMPABISIIOTCS Ha CIyKO0y B
COLIMAJILHBIC CETH (Hanpumep, makue, kax Facebook, Google, TikTok u Twitter).

Tam oHM paboTalOT B CHEIUATLHBIX CTPYKTYpax (ckajicem, omoe
0osepus u 6e3o0nacHocmu, ynpasieHue 6e30nacHoCmu U Mooepayuy KOHmeHma u
m.n.), PaKTUYECKH BJIMSS HA TO, YTO BUMAST U YUTAIOT MUJUIAAP/IBI JIFOACH 110
BceMy Mupy. Tak ke, Kak M Ha TO, YTO OOBIYHBIC >XUTENHU, TpakIaHe,
n30uparenn He BUIAT, HE CIBIIIAT U HE YATAFOT.

B paccnenoBanmu mipuBeeH OOJBIION CHUCOK (aMmdii  SIKOOBI
obiBIIUX coTpyaHukoB [[PYu ®BP, nepemenmux Ha padoTy B colMaIbHbIC
CETH M 3aHUMAIOIIUX TaM Ba)XXHBIE C TOUKH 3peHUs (HOPMUPOBAHUS MPABUI U
KOHTEHTA JOJKHOCTH.

NmeHHO Te «OBIBIINME COTPYIHUKH» OOBIYHO pEIIalT, KOrO U 4YTO B
COLICETSAX HAN0 «MUHUMHU3UPOBATHY (noodasisimp), a KOIO WIH YTO
«IUTKOCOBATHY (PACKPY4UBAMD).

Cnpaeouno:
Bom nenoanwviii cnucox «oviguiux COI’I’lp_V@HMKO@», 6ceco IHce maxKkux
aceimoe COmHRu.

Jlon Bepmon, komopas 6 2019 200y ocmasuia 00aiCHOCMb cCmapuiezo
coeemuuxka no umHogayuim oupexkmopa D@BP, umober cmams cmapuium
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OUPEeKmMopoM no cmpamezuu U Onepayusim 6 cpepe npasa, 20cy0apcmeeHHoU
noaumuxu, 0ogepus u bezonacnocmu 6 Twitter.

Jiceipp Kapnmon — xomanoyrowuii Kopnycom mopckoii nexomsl u
oasnutl anarumux pazeeoku ILIPY u ®BP, ¢ mae 2021 2. noxumyn
IIpasumenvcmeo, umobvr nepeumu 6 Twitter na OO0HCHOCMb cmMapuie2o
MeHedHcepa npospammsl N0 008epuro U 6€30NacHOCmU.

Xeitnu Yane — Ovigwull 3amecmumenv 2lA8HO2O HOPUCKOHCYIbMA
Munucmepcmea enympenteti 6e3onacHocmu u 3amecmumenb NOMOWHUKA
oupexkmopa ®BbP, komopas nokunyna 610po, umobsl cmams 3amecmumenem
2/IABHO20 TOPUCKOHCYIbMAa KomnaHuu Meta u 3anumamuvcs eonpocamu
Kubepbezonacnocmu u paccied08anull.

Jcou Yan, komopwiii 6 2021 200y ocmagun nocm KOMAHOYIOULE20
Apmuu  CLIA, umobvr cmamv MeHeOdHCeEPOM NPOSPAMMbL 008epus U
besonacnocmu 6 Meta.

Annen Hukcon — oviswasn acenm DBP, cmaswias meneddicepom no
paccnedosanusim yepos Facebook.

Yeppenn H. — ovisuui acenm OBP, pabomarowuii cneyuaiucmom no
gonpocam noaumuxku ¢ Twitter.

Aapon bepman — azenm L[PY 0o urons 2019 2., koeoa oH nOKuHy1 nocm
cmapwie20  MeHeOxdcepa NO  AHAIUMUKe, uUmoObl cmams  CMApPUIUM
MeHeoHcepomM No NPoOYKMOBOU NOaUmMuKe 8 obaacmu oesuHpopmayuu 6
komnanuu Meta, mamepunckou komnanuu Facebook, Instagram u WhatsApp.
Ilo cnosam A.Bepmana, HblHewHssE O00aXCHOCMb Oelaem e20 2ld8ol
KOMauowl, Komopas nuuiem npasuira 0as Facebook, onpedenss, «umo
npuemiemo, a Ymo Hemy OAi mpex C JUWHUM MAPO HOJb308amenell
nrameopmel. [lpasuna s noumu noio8uUHbl HaceleHus: 3eMu.

NHTepHET KAK HHCTPYMEHT MCUXO0JIOTHYECKOT0 MAHUITYJIMPOBAHUS

Hano mpusHath: HaC mpuyduiv, a Mbl C BaMHU, KaK U BCE OCTaJbHbBIC
KUTENN 3eMJIHU, IPUBBIKIU U K THTEepHETY, U K cMapTgoHaM, U K COLIMATbHBIM
CeTsIM, U K KpuntoBaiatoraMm. 1 He coOupaeMcst HU OT 4ero oTkasbsiBaThbes. U k
NpOJIaKaM JIMYHBIX JAHHBIX IPUBBIKIN, W K IOCTOSSHHOMY KOHTPOJIIO
reOJIOKAlNH, U K MPOCITYIIMBAHUIO OKPYIKAIOIIErO MMPOCTPAHCTBA. ..

[TosTomy maBaiiTe XOTsi Obl MHPOTUTHUEHY COOJIIOAATH, XOTSI OBl CBOIO
roJIOBYy B UYHUCTOTE Jep)kKaTb. DTO U OyAeT Halll MUHUMAaJbHBIA BKJaJ B
KrOep0e30MmacHOCTh U B TPOPUIAKTUKY KHOEPIIPECTYTHOCTH.

Cnpagouno:
3a 8 wmecayes 2025 2o0a Hayuonanouvui yewmp 3auumol

NEPCOHANbHBIX OaHHbIX noayuun 21 ysedomienue o HapyuleHuu cucmem

3auumsl NEPCOHANbHLIX OAHHLIX, U3 KOMOpbuIX 06a — 00 ymeuke. Ilo

mpebosaruIo yeHmpa yoaneHo bonee 3,3 MIH 3anucetl, a makice bonee 2,7 MIH

8UOe0- U ayouozanuceil, cooepicaujux He3aKOHHO 00pabamvleaemyo
KOH@UOeHYUabHy0 uHgopmayuro.

B benapycu co3maHbl  HEOOXOAMMBIC YCIOBUS JJIS  3alUTHI
MEPCOHATLHBIX JIAaHHBIX M 0€30MacHOCTU JIMYHOCTH M OOIIECTBA TPH HX
ucrnojas3oBanun. 3akoH PecnyOnmuku benapyck «O 3amure nepcoHaIbHBIX



JTAHHBIX», TpUHATBIA B 2021 romy, MaeT MOHATH, Kakyr HWHQoOpMaIuio
0 4YeJIOBEKE MOXKHO COOMpaTh U PaCIPOCTPAHSITH, @ KAKYIO HE CTOUT.

Cnpaeouno:

Ymobul 3awumums ceou 1uyHvle OaHHvle 8 MnmepHeme u uzdesxcams
npoo.em, pekomeHOyemcs coono0ams HeCKOJIbKO NPOCMbIX NPAGUL.

1. Bcecoa enumamenvHo uumavime, Ha uYmMoO 6bl Oaeme CO21AcCUe.
U3zyuatime nonumuky ob6pabomxu NEpCOHANbHBIX OAHHLIX, U3 MeKCmda
KOMOPOU MOJ*CHO NOHAMb, KaKUe 8auiu oanuvie 6yoym cooupams u KaK ux
UCNONIb308AMb,

2. Ucnonwv3yime HaoedicHble napoiu u eKoHaime 08YXEhAKMOPHYIO
3awumy, 4modbl NOCMOPOHHUL He CMO2 63/10MAMb 8aUlU AKKAYHMbL.
Cnedyem ¢ MakCuMaaibHOU OCO3HAHHOCHMbIO NOOXO0OUMb K PAZMEUeHUro
JUYHOU UHGopmayuu 6 coyuanvuvix cemsax. He credyem onybruxosvieams
nacnopmusie OauHvie, DAHKOBCKUE PEK8U3UMbL, (homo Ounremos, ciyicedoHvle
OOKYMeHmbl U m.N.;

3. Byovme ocmopodicHbl ¢ NOOO3PUMENbHBIMU NUCOMAMU U 360HKAMU —
Mo Moxcem OblMb NONBIMKA 0OMAHOM NOAYYUMb NEPCOHANIbHbIE OAHMbIE.
Pezynapno obnosnsalime npocpammel u aHmusupycel, a 011 pabomol
6 Unmepneme evibupatime moavKo nposepeHHble catmsl U NPULOHCEHUSL,

4. BepesxcHo omHocumecs K C8OUM U UYHCUM OAHHBIM: He coodwatime
PEeK8U3UmMbL Kapm, NApoau U JUYHVIO UHGOPMAYUID HE3HAKOMbBIM JUYAM,
ocmepe2aimect MOUEHHUKO8 U COMHUMENbHbIX COOOWeHUl, obpawatimecs 8
npagooxpanumesnvHole opeanvl. Bcezoa coxpansiime 300posbiii CKenmuyusm
U He MOPONUMeCh GbINOJHAMb HENPOBEPEHHbLE UHCIPYKYUU.

Haubonee pacnpocTpaHeHHBIMH  BHAAMU  KHOEPMOIIEHHUYECTBA
B Pecnybnuke benapych mo-mpexxHemy SBISIOTCS (MIIMHI, TO €CTh Kpaka
JIMYHBIX TAaHHBIX, 1 MOIIEHHUYECTBO ¢ 0AaHKOBCKMMH KAPTAMU.

Cnpaeouno:

Ipumepsvl camuvlx pacnpocmpaneHHbIX CXeM:

360HKU om umenu oaunka, compyonuxa MBJ/], KI'b u unwix
20CYy0apCmeEeHHbIX O0p2aH08, Ko20a MOWEHHUK, UCNONb3Y MEeXHOI02UK
NOOMeHbl HOMepda, 360HUM C HOMePA, NOX0MCe20 HA OQUYUATbHBIL HOMED
banka u coobwaem o «nOOO3PUMENbHOU ONePayuu» ¢ Kapmotl, «OJ10KUposKe
cuemay Ui «NONbIMKe 83/10Ma», d 015 «3AUWUMBLY UIU KOMMEHbl ONePaAyULLy
npocum cooouums CVV-xo0, Oanmnvie uz SMS-coobwenus c¢ Kooom
NnOOMBePI’COeHUsl, NAPOJIb U3 UHMEPHeM-OaHKUHed Ul nepesecmiu 0eHbel Ha
«bezonacuulily (Ha camom oele NOOKOHMPOTbHBIL MOUEHHUK)) cUem,

Gumiunzosvie SMS-coobwenun u nucoma, xozoa npuxooum SMS-
coobulenue U IEKMPOHHOE NUCLMO C COoDWeHuemM o «DJIOKUposKe
Kapmoely, «npooneme C HAN02OM», «8blucpvblule 8 Jlomepee», KOmopoe
Cco0epixcum CcolIKy HA QUUIUHESOBbIL UHMeEpHem-pecypc (catim — KIOH),
KOMOpblll 8b121510UM KAK OUYUAlIbHbIIL UHMEPHEem-pecypC OaHKA, HANL0208O01
U 0py2o2o 20CyO0apCmeeHH020 Opeana, 20e mpebdyemcs 66ecmu J02UH,
napoib, OaHHble NIAMENCHBIX CPeOCM8, NOCJle 8600d KOMOPHIX COBEPULAENICS
Xuwenue;

MOWEHHUYECMEA 8 COUYUANbHBIX CemaAX U Meccenoxcepax («Vibery,
«WhatsApp», «Telegramy), kocoa 310ymbluiIeHHUK 83/1AMbl6AEN AKKAYHM 8
coycemu uau coszoaem @Hetkoswvlll, NOXOMCUNl HA He2o, nuuiem OauU3KUM
POOCMBEHHUKAM OM UMEHU Badelbyd AKKAYHMA, YMO CPOYHO HYHCHbI
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OeHb2U HA «OUeHb BAJICHOE 0eN0» (CIOMANCSA meleqOoH, NONAl 8 CILOJNCHYIO
cumyayuro, nonan 6 JTII u Op.), npoca Huxomy He 380HUMb, JIUOO
ananocuyHas npeovloyulell cxema, K020a MUWEHbI0 CIMAHOBAMCs OpY3bs, a
MOUIEHHUK OM UMEeHU Opyea Nuuiem, umo 3acmpsisi 3a epanuyetl, y Heeo
VKpaiu 0eHb2u/00KyMeHmbl, U NPOCUM CPOUHO nepesecmu cCpeoCcmad,

MOWEHHUYeCMEA NPU OHAAUH-NOKYNKAX HA RNA0WAOKAX NO
npooaice Mosapoe (Mop2osuvle NIOWAOKU, MAPKEMNIEUChl, Coycemu), Ko2oa
MOUIEHHUK pasmewjaem npusiekamenvbHoe 00vssieHue 0 npooadjce mosapa
(mexHuka, demckue e, HCUBOMHwle) no 3anudicenHol yere, npocum 100%
npeoonaamy Ha kapmy uau udepe3 EPUII, nocne wuweeo ucuezaem.
Ananocuunas, Ho obpamuas cxema, Ko20a xcepmea npeoiazaem mosap K
npooasice, @ MOWEHHUK, UCNOJIb3YsL €20 KOHMAKMbL 8 MeCCeHONIcepax uiu
COYUATILHBIX Ccemsx, npeodiazaem Kynums mosap ¢ O00CMABKOU, SKOObl
oopmaeHHOU OHIAUH, NPUCHIIAS QUIUUHEOBYIO CCHLIKY Ol ONIAmbl,
NPEeOHA3HAUeHHYI0 Ol  NONYYeHUsl OAHHbIX NAAMENCHbIX CPeoCcms U
noCcnedyule20 XUeHus: OeHeNCHbIX CPeoCcmas;

(heiikosvle uHmMepHEM-MAZA3UHBL, KO2Od CO30Aemcsl KPACUBbLIL CaAlim-
OOHOCMPAHUYHUK —UAU 2PYNNA 6 COYUANbHOU cemu  (3a4acmyio 8
«HMucmaepam»), ¢ 02pOMHLIMU CKUOKAMU HA AKMYATIbHBLIL Y HACENeHUs. MO8ap
(mexnuxka «Apple», caoosas mebennb, Haldysuvle Oaccelinvl, OpeH008asl
ooedcoa u 0p.), a nocie npedoniamvl Mmoeap He NPuxooum, a Caum uiu
2pynnwl ucue3aon, iubo coobuenus Heepmevl oaiee USHOPUPYIOMC,

MOWEHHUYECMBA NOO BUOOM 20CYOAPCHIBEHHBIX OP2AHO08, KO20d
Jlcepmee  nocmynaem 360HOK OM UMEHU «Cyobuy, «compyonuxa MBIy,
«HANI020601LY ¢ MPeDOBAHUEM CPOYHO ONAAMUMb HEeKULl (QUKMUBHBLIL 002,
wmpag unu NOULIUHY, YePOACAsL APEeCMOM CHEemO8 Ul OPYeUM HAKA3ZAHUEM,
npoCcsam YCMaHo8UmMs NPUnodceHue OJisi YOaleHHo20 0ocmyna (Hanpumep,
«AnyDesky unu «TeamViewery) 0ns «nposepku cuemay», umo oaem um
NOJIHbLU KOHMPOLb HAO YCMPOUCMBOM NOMEPNesuLe2o;

gunancoevie nupamuodvl U UHEECMUUUOHHbIE MOUIEHHUYECMEd,
makue — Kak — NpeoylodCeHUs  «BbICOKOOOXOOHBIX — UHBECUYUL» 8
KpUNmosamomy, oupiicu uiu cmapmanvl ¢ 2apaHmupoB8aHHbIM 6blCOKUM
00X000M, U O HAYATY MO2YmM 0axce 8bINIAYU8ams HeboIbUUe NPOYEHMb,
ymobvl nomepnesuilll 6Hec ewje 00Jbule OEHENCHLIX CPeOCms8 U Npusei
POOCMBEHHUKOB8, OpY3ell U 3HAKOMbIX, NOCe Ye20 NPOeKm 3aKpbleaemcs, a
OeHedHCHble CPeOCm8a NOXUWAIOMCH,

BLIMOZAMEILCINEO HA UHMUMHOU NOUBE ((CEKCMOPUIEHY), K020a
MOULEHHUK Yepe3 COYcemu 3HAKOMUMCS C HCePMmeoll, mupaemcs 8 dosepue,
CKIOHsIem K 0OWeHUI0 8 gudeouame UHMUMHO20 XApaKmepa uil K Omnpaske
OMKPOBEHHBIX (hOMO, 3anuUcvléaem UOeo Uil 0eidem CKPUHULOMbl, a 3amem
wanmasicupyem, mpeoys OeHvel, Yepodicas pazociamb Mamepuanvl 8Cem
OPY3bsAM U POOCMBEHHUKAM HCEPMBDL.

YTo TYT MOXHO W HYXKHO JenaTh, BeAb O0phOa MPOTUB TAKOTO BHUAA
MPECTYIUICHUI — 3TO COBMECTHas 3a00Ta rocyaapcTba U caMux rpaxaan? He
Haj0 OosThCcs. BaxkHO exenHeBHO coOmoAaTh mpaBuiia UHMOPMAITMOHHON
TUTUEHBl — U JIeJaTh 3TO C TEM K€ PBEHHEM, KaK Mbl BCE MBUIM PYKH MOCIE
nepBbix u3Bectuit o COVID-19. HacrauBarh, yTOOBI Tak k€ BeIM ceOs U
POJICTBEHHUKH, U 3HAKOMBIE, U KOJUIETU. YUUTh MHPOPMALMOHHOW TUTHEHE
JETEN.



N nomuuth: B 1000M, JOake caMOM TPOJAYMAHHOW CHCTEME
0€301MacHOCTH — U OCOOCHHO B CaMOM MPOJYMAaHHOM — YEJIOBEK SBISETCS
caMbIM cJa0biM 3BeHOM. [103TOMY B HMH(OpPMAIMOHHYIO 3MOXY MOBBIIIATH
CBOIO JIMYHYIO [IU(GPOBYIO TPAMOTHOCTh HAJI0 HETIPEPHIBHO.

CoBpeMeHHbIE TEXHOJIOTUU UTPAIOT BCE OOJBIIYIO POJb B Pa3IMYHBIX
OTpaciisiX, TAaKUX KaK KOCMOC, 3JI[paBOOXPaHEHUE, MPOMBIILJICHHOCTD,
(¢uHaHCHI, 00pa30BaHKE, TPAHCIIOPT... Aa BO BcexX oOmactax xu3Hu! OT yat-
O0TOB /10 OECIUIIOTHBIX aBTOMOOUJIEH — MCKYCCTBEHHBIM MHTEICKT MCHSET
HaII MU, Aeast ero kompopTHee u yaooHee. OiHako MacmiTad Bo3aeicTBUS
HNH Ha yenmoBeyeCTBO HAM €11E MPEACTOUT OCO3HAT.

«C 00HOIl cMOpOHBl, COBpPEeMEHHbIE MEXHOI02UU CO30al0m MmblCAYU
HO6bIX 603MOdcHOCmelnl u nepcnekmue. C Opyzoii cmoponsl, OHU
HOPOHCOAIOM MHOIICECEO PUCKOE U y2po3 — (heiiku, Ooe3ungopmauyus,
amaku Ha Kpumuueckylo ungpacmpykmypy. Hmea cnocoonocmsp K
camoooyuenuio, ymom uncmpymenm (IpUM. — UCKYCCTBEHHBIN MHTEIJIEKT)
Modxcem noyoums 4enoeeuecmeo, eciu €20 GblNYyCMumov  U3-noo
KOHmpoasa... », — BOT Ha 4To oOpatuin BHUMaHue [Ipesunent PecmyOnuku
benapycy A.I'.JIykamenko 28 HosiOps 2024 r., BeicTymas B AcTaHe Ha
cammute OJIKb.

KopoTtko moapiToxkuM: Kakue Obl 3((EeKTUBHBIE MEpPbl 3alIUThl HU
IIPUHUMAJIUCH HAa I'OCYIapCTBEHHOM YPOBHE (a OHU NPUHUMAIOMCS, NPOCMO 00
9MOM Heb3si, N0 NOHAMHbIM NPUUUHAM, 2080PUMb 6CILYX), BCE-TAKU KIHOUYEBYIO
posib B oOecriedeHUH OE30MAaCHOCTH WrpPaeT OCBEAOMIJICHHOCTh M
BHUMATEIIBHOCTh KaXKJ0TO U3 HAac. MBI caMy JOJKHBI OBITh OCTOPOKHBIMH U
OJIHOBPEMEHHO TOTOBBIMH aIaITUPOBATHCS K HOBBIM YIpO3aM, YTOOBI OBITh B
COCTOSIHUM CO3/1aBaTh KaK MOXKHO Oosiee O€30macHyio cpemy s BceX
IpaK/IaH.

Cnacu0o.



